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Why	do	we	need	this?

• Network	changes	faster	than	diagrams

• Troubleshooting	network	problems	is	hard!
–What	port	is	this	computer	on?
–What	VLAN?
–What	firewalls	does	this	go	through?
–Who	is	using	this	IP?



What	does	it	do?

• Logs	into	every	switch/router	every	three	
hours

• Builds	internal	map	of	network



Lookup	IP	/	Hostname



Lookup	MAC



Switch/Router	Interfaces



Lookup	Switch/Router



Switch/Router	continued



Show	VRF



Show	VLAN



Mapping	Layer	2



Layer	2	continued





Who	can	use	it?

• All	IT	staff	across	the	university

• Anyone	with	access	to	IPAM



Modifying	the	Network

Port	permissions	based	on	IPAM	permissions

• Change	port	VLAN
• Bounce	wired	port	(great	for	PoE)
• Clear	ARP	entry
• Block	from	network	(ITSO	only)



Next	Steps

• F5	Load	Balancers
• Firewall	Rules	/	Network	ACLs
• IPS	blacklists



Questions?

sean@duke.edu



Old	Method
1. Troubleshoot	as	much	as	possible
2. Ask	networking	to	provide	some	extra	info
3. Troubleshoot	some	more
4. Ask	networking	for	extra	info
5. <repeat>



New	Method
1. Troubleshoot
2. Get	necessary	info	from	Cartographer

Problems	are	solved	faster	with	fewer	man	
hours	involved.		System	Administrators	and	
Networking	staff	have	more	time	to	solve	other	
problems


