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NSF Cybersecurity Overview
v Cybersecurity Research Programs &
Funding Opportunities
v Cybersecurity Education Programs
v Cybersecurity Investments and Activities
outside NSF/ACI
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Federal Strategy for Cybersecurity
R&D
v
v

v
v

v

2011: Trustworthy Cyberspace
Aim at underlying cybersecurity deficiencies and focus
on root causes of vulnerabilities.
Channel expertise and resources from a wide range of
disciplines and sectors.
Enduring cybersecurity principles that will allow us to stay
secure despite changes in technologies and in the threat
environment.

2013: Executive Order -- Improving Critical
Infrastructure Cybersecurity
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NSF Strategic Priorities in Cybersecurity
investments in a wide area of scientific fields, and …
ensuring the adoption and implementation of new technologies
that emerge from research
v…multi-disciplinary expertise in human, statistical, mathematical,
computational, and computer sciences
v…basis for designing, building, and operating a cyberinfrastructure with improved resistance and improved resilience to
attack that can be tailored to … technical and policy requirements,
including ..privacy and accountability (SaTC)
v…research at the individual, group, organizational, market, and
societal levels (SBE)
v…a cybersecurity body of knowledge and establish curricular
recommendations … traditional and online (EHR)
v…long-term
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Division of Advanced Cyberinfrastructure (ACI)
Networking & Cybersecurity Strategy
v

Vision: Cyberinfrastructure (CI) as an integral part of the
modern research endeavor
v CI as necessary and vulnerable
v Networking as a fundamental layer and underpinning of CI

v

Goals:
v Cybersecurity – Move to a more secure scientific infrastructure
v Networking – Realize the promise of campus bridging, deliver
innovative networking, high performance end to end platforms and
services

v

ACI’s Role:
v Facilitating agent enhancing both networking and cybersecurity
within the NSF supported community
v Lead cybersecurity transition activities NSF-wide and play an
increasingly important role in cross/multi-agency efforts
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Secure and Trustworthy Cyberspace
(SaTC)
v
v

v
v
v

v

Cross Directorate Program
Aims to support fundamental scientific advances and technologies to
protect cyber-systems from malicious behavior, while preserving
privacy and promoting usability.
Develop the foundations for engineering systems inherently
resistant to malicious cyber disruption
Cybersecurity is a multi-dimensional problem, involving both the
strength of security technologies and variability of human behavior.
Encourage and incentivize socially responsible and safe behavior by
individuals and organizations
Focus on Privacy: Dear Colleague Letter for new collaborations
between Computer and Social Scientists, including a focus on
privacy.
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SaTC: Program Scope and Principles

Cast a wide net and let the best ideas surface, rather
than pursuing a prescriptive research agenda
Engage the research community in developing new
fundamental ideas and concepts
Promote a healthy connection between academia and a
broad spectrum of pubic and private stakeholders to
enable transition of innovative and transformative
results
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SaTC Technical Areas
•
•
•
•
•
•
•
•
•

Operating systems
Network security
Medical device
security
Mobile device security
Security usability
Cloud security
Intrusion detection
Smart grid security
Biometrics

•
•
•
•
•
•
•
•
•
•
•
•

Cryptography
Browser security
Hardware security
Software security
Formal methods
Cyber-economics
Other social sciences
Anonymity
Data privacy
Censorship evasion
Social network security
Security Testbeds
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SaTC: SBE Example
Securing Cyber Space: Understanding the Cyber
Attackers and Attacks via Social Media Analytics Hsinchun Chen – U of Arizona
v

Objectives:
v Develop a computational social media analytics framework for text
analytics and visualization of multilingual cybercriminal communities
v Analyze cyberattacker motives, emerging threats and trends,
cyberattacker community social structure, and hacker culture and
market in the international hacker ecosystem

v

Methods: Multiple data source from Cyberattacker community data (e.g.
hacker forums, IRC channels, honeypots) in the United States, China,
Russia, and the Middle-East

v

Prospective Broader Impact: Development of automated multilingual
content analysis methods, cyberattacker social media analytics techniques,
and open source tools to support security researchers and social scientists
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SaTC: Cloud Security Example
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SaTC: Transition to Practice (TTP)
vFunded

and run by ACI
vSupports later stage activities in the research and development
lifecycle such as prototyping and experimental deployment
vEmphasis on activities that lead to potential impact on science
and education environments – NSF cyberinfrastructure
vReview Criteria
v Impact on deployed environment
v Value in terms of needed capability and potential impact across the
broad NSF community
v Feasibility, utility, and interoperability in operation
v Project plan including goals, milestones, demonstration and
evaluation
v Tangible metrics to evaluate effectiveness of capabilities developed
12

Transition to Practice FY12-13 Awards
v
v
v
v
v
v
v
v
v
v
v
v

UIUC/ICSI
Grammatech
Dakota St.
UCBerkeley
Drexel
Uminnesota
Polytech U of NY
KSU
UCSD
Worcester Poly
Brookdale Comm.
SUNY Stonybrook

Bro
Annotations for Software Assurance
Access Control Testing
User Centric Mobile Privacy
Securing the Wireless Philadelphia Network
Tor Improvements
Secure Python
Bringing Anthropology into Cybersecurity
Detection and Analysis of Large Scale Internet Outages
Analyzing Information Leakage in the Cloud
Education Competition
NSF4Sec: Extensible Security Layer for Network Storage
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ACI Award: ShellOS Secure Docment
Analysis
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ACI Award: Abusive Traffic Detection
PI: Robert Beverly, NPS
v

Motivation:

v

Abusive traffic (spam, scam hosting, scanning, malware propagation, etc) are pervasive on the
Internet

v

Existing approaches to detecting and blocking abusive traffic focus on either the traffic contents
(e.g. signatures) or IP addresses (e.g. blocklists), both of which are brittle

v

Can we detect botnet and abusive infrastructure via a transport-layer approach

v

Technical Approach:

v

Focus on fundamental low-level traffic characteristics (e.g. congestion, timing, receiver
window, etc)

v

These fine-grained per-packet transport-layer traffic features are inherent to poorly
connected, under-provisioned, low-end, and overloaded hosts (e.g. botnets and
complicit ISPs)

v

Use machine learning to exploit these difficult-to-subvert features to identify abusive
traffic

v

Approach is content and IP agnostic, and therefore privacy-preserving, permitting
wider deployment than previously possible.
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ACI Award: Bro Network Security
Monitor
v

Bro
v
v
v

provides a flexible, open network monitoring platform.
Developed since 1995, now at ICSI & NCSA.
Open-source with a BSD license.
Fundamentally different from a traditional IDS.

v

Particularly well-suited for scientific environments.
v Comprehensive logging for forensics.
v Extensive standard library for typical, complex detection tasks.
v Domain-specific scripting language for custom analysis.

v

Bridges gap between academia and operations.
v Has helped transition research into practice for almost two decades.
v Deployed operationally by universities, research labs, Fortune 20.

v

Bro
v
v
v

Center of Expertise supports NSF community.
Provide assistance for operating and customizing Bro installations.
Develop new functionality tailored to the NSF community.
Support research community in transitioning technology into practice.
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Bro Center of Expertise
v

Objective: Encourage Bro as a comprehensive, low-cost security capability.
v Focuses specifically on needs and constraints of the NSF community.
v Operated by Bro’s core development team located at ICSI and NCSA.

v

Supports operations community in deploying and customizing Bro.
v Central point of contact for questions and advise.
v Reference deployments for typical NSF settings.
v Dissemination of knowledge with partners, such as CTSC.

v

Advances Bro’s functionality.
v Novel monitoring and network control capabilities tailored to NSF sites.
v Maintenance of open-source code base.

v

Supports research community in transitioning into practice.
v Promote Bro as a vehicle for prototyping and deployment.
v Interface the research and operations communities.
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SaTC PI & “Aspiring PI” Workshops
Aspiring PI workshop – Aug 2014 - Help
explain what NSF & NSF review panels look
for in proposals.
v Co-located with USENIX Security, San Diego.
v SaTC PI workshop – Jan 2015. Build the
community of PIs, encouraging them to
interact and find new areas for research and
collaboration, as well as to identify new areas
for future NSF investment.
v
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Identity Management - History of NSF Support
2001-2014
v
v

$12M in spending dates back to 2001 supporting Internet2 (PI: Ken
Klingenstein).
#0123937/#0330626 (2001-2006)-part of NSF Middleware Initiative (NMI)
v
v
v
v
v
v

v

“support and accelerate…Eduperson and Shibboleth to become operational components of NMI”
“accelerate PKI deployments in higher ed”
“foster a coherent security/privacy management architecture”
“development of a common campus approach to an enterprise authorization infrastructure…”
“Develop a tool (Grouper)…”
And many other coordination and development activities in IAM, authorization, directories, diagnostics

#0721896 (2007-2010) – “Strengthening the Foundations of Federations
for Science and Collaboration”
v Improvements to Shibboleth, Signet, and Grouper, and applying these tools to virtual
organization (VO) deployment across campuses

v

#1032468 (2010 - present)
v follow-on award integrating Shibboleth, Grouper, GridShib, Co-manage into VO
environments

v
v

GENI – has driven development/deployment efforts in network research
community, especially ABAC
CC*IIE 2014 solicitation has a new area: “Identity and Access Management
(IAM) Integration”, see NSF 14-521 for details (proposal deadline passed)19

Cybersecurity in Other NSF
Solicitations
v

Cyber	
  Physical	
  Systems	
  (CPS)	
  Program	
  (NSF	
  14-‐542)	
  
v Cross-‐cu=ng	
  program	
  that	
  seeks	
  fundamental	
  scienCﬁc	
  and	
  
engineering	
  principles	
  and	
  technologies	
  to	
  underpin	
  the	
  
integraCon	
  of	
  cyber	
  and	
  physical	
  elements	
  across	
  all	
  sectors:	
  
“systems	
  you	
  can	
  bet	
  your	
  life	
  on.”	
  	
  	
  
v MulC-‐agency	
  solicitaCon	
  including	
  DHS	
  Cyber	
  Security	
  
Division,	
  Department	
  of	
  TransportaCon	
  and	
  Federal	
  Highway	
  
AdministraCon	
  
v Addresses	
  Cybersecurity	
  aspect	
  of	
  systems	
  such	
  as	
  industrial	
  
controls	
  
v Contains	
  TransiCon	
  to	
  PracCce	
  (TTP)	
  opCon	
  
v Proposals	
  due	
  starCng	
  May	
  19th	
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Cybersecurity in Other NSF
Solicitations
v

Data Infrastructure Building Blocks (DIBBS) (NSF 14-530)
v Seeks proposals that explore innovative, use-inspired infrastructure
options (the ‘building blocks’) that contribute to future discovery and
innovation across multiple disciplines
v Built upon recognized community data collections
v Implemented through collaborations between cyberinfrastructure
experts and specific science and engineering research
communities, to ensure continuing relevance

v

v

Proposals focused on cybersecurity challenges and
solutions in data acquisition, access, analysis, and
sharing are also responsive to this solicitation, in areas
such as data privacy, confidentiality, and protection from
loss or corruption.
Proposals due April 9th.
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Center for Trustworthy Scientific
Cyberinfrastructure (CTSC)
PI: Von Welch, Indiana University

Mission: Establish a coherent cybersecurity
ecosystem for NSF computational science and
engineering, while allowing projects to focus
on their science endeavors.
v Trustedci.org - has webinars, project
documents, best practices, online free
training, etc
v
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CTSC Community Engagements
No cost outside of time and effort.
v Can be answering a question, a phone call to
advise, a day-long review, or week-to-month of
collaboration.
v Examples:
v

•
•
•
•
•

Building or reviewing a cybersecurity plan
Software assessment
Design review
Advanced challenges (federated IdM, delegation,
etc.)
Topics as needed by the community.

trustedci.org
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CTSC: Security Training
For PI’s or Technical Staff

Secure coding
• Identity Management/InCommon
• Developing a cybersecurity plan
• Present at existing conferences (XSEDE, SC, NSF
Cybersecurity Summit, etc.) or can come to you
v TrustedCI Forum for users:
•

https://trustedci.groupsite.org
Questions, discussions regarding NSF cybersecurity
•

* Did we mention it’s free? Contact
ask@trustedci.org
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Cybersecurity Summit for
Cyberinfrastructure and Large Facilities
v
v
v

v

Aug 26 – 28th 2014, Arlington VA.
Targeted at those with leadership, management, and
security responsibilities in NSF CI and MREFC projects.
Case studies, Security training, sharing best practices,
collaborate on common challenges, collectively ascertain
the impact of these evolving threats on NSF CI (e.g.,
scientific data integrity, unique science instruments).
Free, but invite only.
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Past & Current CTSC Engagements

(DKIST)
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Cybersecurity Experimentation of the
Future (CEF)
v

v

v

Engage the cybersecurity research and CI
communities on the needs, requirements, and
potential gaps in cybersecurity experimental facilities
and capabilities
Goal is a strategic roadmap for developing
sustainable infrastructure that supports tomorrow’s
cybersecurity research
Awarded to SRI and USC-ISI. 1 year effort, ends late
2014
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Cybersecurity Education Funding
Opportunities
v

v

CyberCorps Scholarship for Service (SFS)
v increase the capacity of the United States higher education
enterprise to produce professionals in these fields (Capacity
Building Track)
v increase the number of qualified students entering
information assurance and computer security (Scholarship
Track)
Provides:
v Tuition, fees, and stipends ($20-30K per year) for 2-3 final
years of study (U.S. Citizens only).
v Over 2000 scholarships have been awarded since the
inception of the program. 51 participating universities with
475 students in school.

v

About 75% at the master’s level and 20% undergraduates.

v

Website: www.sfs.opm.gov

28

Advanced Technical Education (ATE )
Centers for Cybersecurity Education
v

Advanced Technological Education (ATE)
v Educate technicians for the high-tech fields that drive our
nation’s economy
v Focus is on 2-year schools and students – may collaborate
with 4-year schools
v Two-year colleges must have leadership role
v A consortium of institutions may apply
v Sample activities:
vCurriculum development
vFaculty professional development
vBuilding career pathways

29

Advanced Technical Education (ATE)
Centers for Cybersecurity Education
v

v

v

v

Center for Systems Security & Info. Assurance (CSSIA)
Ø Moraine Valley CC (IL) and partners
Ø www.cssia.org
Cyber Security Education Consortium (CSEC)
Ø University of Tulsa, Oklahoma CareerTech, and partners
Ø www.cseconline.org
CyberWatch
Ø Prince George’s CC (MD) and partners
Ø www.cyberwatchcenter.org
CyberWatch West
Ø Whatcom CC (WA) and partners (moved from Mt. San
Antonio College)
Ø cyberwatchwest.org
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Cybersecurity Education: INSuRE
v
v

Information Security Research and Education (INSuRE) - NSFNSA sponsored project
Partnership among four successful and mature Centers of
Academic Excellence in Information Assurance Research (CAER) and the National Security Agency (NSA), the Department of
Homeland Security and other federal agencies in order to
design, develop and test the research network. Can include both
unclassified and classified research problems in cybersecurity.
The project provides an opportunity for students to work on
problems proposed and mentored by practitioners in the real
world rather than just faculty led research.
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Cybersecurity Workshops
v
v

v

v

Funding for Student Support for Participation in the Symposium
and Bootcamp on the Science of Security (HotSoS) – April 2014
1st ever Women in Cybersecurity (WiCyS) conference April 2014.
NSF award to bring together women (students/faculty/
researchers/professionals) in cybersecurity from academia,
research and industry for sharing of knowledge/experience,
networking and mentoring.
NSF Cybersecurity Education Workshop – February, 2014 –
explored the state of undergraduate and graduate cybersecurity
education as well as emerging trends.
2012 SaTC co-funded (with OISE and Egyptian gov.) US/Egypt
Workshop on Cybersecurity (~100 attendees)
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Small Business Innovation Research (SBIR)/Small
Business Technology Transfer (STTR)
v

v

v

v

Goal: increase the incentive and opportunity for small

firms to undertake cutting edge, high risk, high quality
scientific, engineering, or science and engineering
education research that would have potential of high
economic payoff.
Researchers, by joining forces with a small company, can
spin-off their commercially promising ideas while they
remain primarily employed at the research institution.
At each phase, NSF vets the technology, commercial
potential and company following NSF's rigorous Merit
Review process.
$118.3M in grants in FY12
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Other Agency Investments: Software
Assurance Marketplace (SWAMP)
v

v
v

v

v

$25M DHS funding. Built and led by Morgridge Institute for Research (lead),
Indiana University, University of Illinois Urbana Champaign and University of
Wisconsin – Madison
Identity vulnerabilities early and often in the development cycle
A repository of software assurance (SwA) technologies
v Assessment tools
v Viewing tools
v Integration and coupling tools
v Risk assessment tools
A repository of software packages
v Common open source packages
v Reference test suites
A Continuous Assurance engine
v A wide range of platforms
v Automation of assessment workflows to support continuous
invocation
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Leveraging DHS Investment in
SWAMP
v
v
v

v

From the SWAMP website continuousassurance.org:
“SWAMP provides mechanisms that can render the
security posture of the enterprise ‘measurably better’
Over time, application development gets faster and
software quality increases significantly because
developers learn to code securely
Sign up for a ‘test drive’ of the SWAMP in the privacy of
your personal project while leveraging publically
available tools and software”
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Wrap up

Any comments, questions or ideas:
anikolic@nsf.gov
kthompso@nsf.gov

36

